
Seven Signs It’s Time  
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Sign #1
Application (Software) Problems 
Your applications give you error messages, hang up or crash (the dreaded blue screen 
or spinning beach ball of death). These interruptions result in a loss of time, data and 
productivity. But there are a number of ways to prevent these types of errors.

Solutions:
Update your hardware device drivers on a regular basis. The application may be asking a 
device to perform a function that it can’t unless it’s up-to-date.

 Check for, and install, any available software updates. Many programs do this for you 
automatically.

Install an anti-virus program and use it to schedule a scan for viruses, spyware and other 
potentially harmful malware. Insure that it is updated regularly.

Try uninstalling any new software to see if that clears up the problem. A con!ict between 
two software applications may cause errors in your system registry that, in turn, results 
in application errors.  From a proactive perspective, develop a strategy for change 
management.

Review any changes you’ve recently made to your system settings and revert to the 
original settings if necessary. 

Computer problems and network issues aren’t just a nuisance. They cost 
your business time, productivity and revenue – and that’s not all. They 
also have the potential to erode customer and employee satisfaction. 
Depending on the extent of the issues, they may even result in a 
tarnished corporate image, particularly if there’s been a security breach.

Before glitches, crashes, slow connections and other seemingly small 
issues turn into costly disasters for your company, take heed of these 
seven warning signs that may indicate a larger problem if not addressed 
promptly.

Common Problems That Require Professional 
IT Support Solutions
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Sign #2
Security Issues 
You’ve discovered a possible virus either company-wide or on a single machine. So far, it’s 
only a nuisance, but perhaps it’s already destroyed some "les or part of your computer’s 
operating system. Worse yet, it might be a Trojan horse or worm that allows hackers to 
in"ltrate your systems and access important company data. Here are some tips to help 
prevent security issues, more serious breaches or virus infestations are best handled by 
trained professionals.  Many of these recommendations can and should be incorporated 
into your system con"guration settings.  

Solutions:
Regularly change your password(s) from the default provided with the system or application.

Make your password di#cult to guess. For example: Don’t use something easily  
associated with you, such as your name, your hometown, the names of your children  
or your date of birth.

Aim for a password that is at least eight letters in length and use a mix of uppercase and 
lowercase letters, as well as numbers and special symbols. 

Disable email accounts and network access when employees leave the company.

Review system logs, particularly security logs, daily. Do regular network scans to see if any 
rogue software has been installed. Monitor inbound and outbound activity.

Update your system regularly, and apply patches as soon as they become available.

Install a "rewall to prevent hackers from getting access to your system.

Raise employee awareness about importance of information security and how they  
can participate. 

Sign #3
Internet Glitches 
You keep getting pop-up ads while accessing the Internet, or spam is clogging your 
corporate email inboxes. Or perhaps your email has been hacked. In addition to the security 
tips above, following are some additional ways to keep Internet glitches in check.  

Solutions:
Make sure your Internet browser’s pop-up blocker is activated. For trusted sites, you might 
want to disable the pop-up browser temporarily to access a page with information you 
need but, in general, keep the pop-up blocker on.
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Most email programs have a spam "lter that sends obvious spam to a separate folder. 
However, if your email address is visible as a link on your website, it’s vulnerable to spam 
bots that crawl the Internet in search of this type of information to spam you. Website 
programmers have ways to “hide” your email from spam bots, while leaving it visible to 
legitimate users.

Don’t open emails from an unfamiliar email address or those without a subject line. While 
most spam emails are simply a nuisance, some contain malware and others are phishing 
attempts (emails that look like they’re from a legitimate source, but which take you to a 
fake website, typically to get your "nancial information).

Reset your email password frequently to avoid getting hacked.

Set up an email solely for online shopping or other activity. Keep it separate from your 
personal email. Also consider setting up a di$erent email for your "nancial and bank 
accounts, separate from both your personal email and the one you use for other  
online sites.

Use an email encryption program to encrypt important data within the body of an email.

Sign #4
Network Nuisances 
Your Local Area Network (LAN) or your Wide Area Network (WAN) constantly crashes or 
runs slow. Or, your Internet connection is down, either for a single user or company-wide. 
Perhaps your employees can’t send or receive e-mail or access shared drives and "le storage 
systems. Some possible solutions are listed below; contact a knowledgeable IT technician for 
assistance with complex network issues. 

Solutions:
Make sure the network cable is connected properly and is in the right port. If you have a WiFi 
network, make sure your router is turned on.

If you have a Wi-Fi network, enable your router’s encryption so only authorized users have 
access to your network. Use the WPA or WA2 protocols, since the older WEP encryption is 
easier to crack.

Monitor your network’s outbound tra#c and compare it to your system’s normal level of 
operation. Check your system’s logs on a daily basis.

For problems accessing shared drive and "le storage, check if the user has the proper 
permissions. If they don’t, but should, provide the proper network access.
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Sign #6
Hardware Challenges 
Your printers aren’t working correctly, the scanner won’t scan or you can’t upload "les from 
a camera or other device. Before deciding that your hardware is broken or contacting IT, "rst 
try these steps; if they don’t clear up the problem, it’s time to contact professional computer 
support.

Solutions:
Make sure the power is on.

Check that hardware is connected and that no cables are loose. 

Make sure the hardware device drivers are installed on the system and are up-to-date.

Read the manual that came with the device and check on the manufacturer’s website for 
troubleshooting tips. 

Sign #5
E-commerce Di!culties 
You recently implemented an e-commerce site for your business, but you’re concerned about 
the security of your customers’ personal information. While this is a highly technical area and 
best left to experts, there are some steps you should take to protect your client’s information

Solutions:
Encrypt sensitive information. 

Don’t store sensitive information on Internet-connected machines and limit access to  
only those personnel with the proper security clearance. 

Use secure webforms that automatically transfer and store  
customer information safely on a secure third-party site. 



33 EAST GLENSIDE AVENUE  |  GLENSIDE, PA 19038  |  PHONE: !215"  572#0111  |  TOLL FREE: !800"  572#3282  |  WWW.ANP.NET

When It’s Time To Call In A Professional 
Your business relies on your IT infrastructure to run smoothly. However, in today’s fast-
paced world, many IT departments simply can’t keep pace with all of the new technology 
and threats to your computer networks. IT tasks, such as implementing new technology, 
upgrading existing equipment or "xing a network crash or virus infestation, require 
specialized knowledge and ongoing training. 

A cost-e$ective alternative to an internal IT department is selective outsourcing. With 
selective outsourcing, you immediately gain a dedicated resource that brings industry 
best practices to your IT infrastructure, has broad and deep IT expertise and eliminates the 
learning curve associated with new technology. Outsourcing your IT services allows you to 
standardize your network, hardware and software to guarantee consistency and reliability, 
contract for speci"c services needed to monitor and support your IT infrastructure and 
still maintain overall control. Working with a knowledgeable IT solutions provider o$ers 
signi"cant cost savings – instead of taxing your existing budget, the burden of evaluating 
and implementing new technology is passed on to a third party that specializes in this area.

Don’t let a relatively small IT issue turn into a costly problem for your business. If you’ve 
experienced any of the seven signs that it’s time to call for computer support, contact the 
experienced and knowledgeable IT experts at Advanced Network Products, Inc. or 
call 215-572-0111 or 800-572-3282 for assistance.  

Advanced Network Products, Inc. provides equipment and service solutions designed to enhance 
 your business’s operational productivity, lower your operating costs and generate faster returns  
on network investments. We o!er cost-e!ective IT services to give you the advantages your  
business needs to reach a higher level success, all for a price you can live with.

Sign #7
Human Error 
Setting up that “cool new gadget” on your computer or network results in failure and  
frustration. Your IT sta$ is short-handed or doesn’t have the necessary knowledge (or time) to 
implement changes and upgrades to your IT infrastructure. While some IT issues are complex 
and require a trained technician’s knowledge, the steps below can help reduce human error.

Solutions:
Train your employees on basic computer maintenance, such as checking cable connections 
between hardware components and con"rming a connection to a power source or the network. 

Encourage your IT sta$ to keep current on security and other issues.

Implement the tips in #1-6, above.

Consider selective outsourcing for your IT needs. Selective outsourcers specialize in providing 
IT services for your business and act as on-demand, o$-site consultants and  
on-site troubleshooters when necessary.
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