
12 Little-Known Facts 
Every Business Owner 
Must Know About Data 
Backup, Security And 
Disaster Recovery

33 EAST GLENSIDE AVENUE  |  GLENSIDE, PA 19038  |  PHONE: (215) 572-0111  |  TOLL FREE: (800) 572-3282  |  WWW.ANP.NET

FREE REPORT

Discover What Most IT Consultants 
Don’t Know Or Won’t Tell You 
About Backing Up Your Data And 
Recovering It After A Disaster



33 EAST GLENSIDE AVENUE  |  GLENSIDE, PA 19038  |  PHONE: (215) 572-0111  |  TOLL FREE: (800) 572-3282  |  WWW.ANP.NET

12 Critical Characteristics To Demand From Your  
Backup Service And IT Company 
So what should you look for when choosing a company or service to backup and secure 
your data offsite? Who can you trust to not only keep your data safe, but also to be there 
when you need to recover it?

Unfortunately, this is not an easy choice. There are literally hundreds of companies offering 
backup devices, software and services because they see it as an easy way to make a quick 
buck. As you would expect, not all service providers are created equal, and you want 
to make sure you choose a good, reliable vendor or you’ll get burned by hidden fees, 
unexpected “gotchas,” difficult and slow recovery of your data or by the horrible discovery 
that your data wasn’t even being backed up properly, leaving you high and dry when you 
need it most. 

Backing Up To The “Cloud:” What It Means And 
Why EVERY Business Should Have It In Place
One of the BEST ways to protect your data is to maintain an up-to-date copy in a 
high-security data center somewhere other than your office. In fact, it should be in 
another “safe” city at least 180 miles away from your office, and ideally one that is not 
susceptible to natural disasters like hurricanes, floods, tornados or earthquakes. The 
generic term people use to describe this type of backup is “backing up to the cloud” or 
“cloud backups,” which simply means that your data is hosted in a remote data center 
and accessed via the Internet. 

This type of backup is set to run automatically either after hours, when most people are 
not using their computer systems (1:00 a.m. for example), or continuously throughout 
the day whenever a file is changed or added. The data on a particular machine is 
copied and sent over the Internet to a high-security facility where it is stored. Because 
these backups are automated, you don’t have to worry about someone forgetting to 
run the backup.

As with anything, you get what you pay for, and there are some key quality differences 
in the type of backup service you choose.  Pick the wrong one and you could end up 
paying a lot of money only to discover that recovering your data – the very reason why 
you set up remote backups in the first place – is not an easy, fast, or simple job.
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1. Production-Grade, SAS 70 Data Center and the partner should have  
an SSAE 16 certification.  
One of the first things you need to ask your IT person is, “Where will my data be stored?” 
After all, we are talking about your financial information, client data, and other sensitive 
information about your company! What you DON’T want is for them to keep your data at 
a rack in their office that is not designed to be a high-availability data center. A TRUE data 
center will be 100% dedicated to hosting data and should have:

• Redundant power sources and generators

• High-level, on-site building security

• Redundant Internet access

• SAS 70 COLO certification

• The partner should have a SSAE 16 certification

The term “SAS 70” (Statement on Auditing Standards No. 70) refers to an official document 
issued by the Auditing Standards Board of the American Institute of Certified Public 
Accountants (AICPA). The AICPA sets out the auditing standards for data centers and issues 
this document to show that the data center is doing what they are promising in the areas of 
security and availability. 

2. Bare metal imaging.
This is important to ensure a quick restoration of your data and IT operations. A “bare metal” 
image is simply a snapshot of your server and all the data on it. That snapshot can then be 
copied to another server or “virtualized” (put on a server online), often within 1 hour. Without 
this type of backup, you would have to:

• Locate all your software disks and keys

• Re-install the operating system

• Re-install all applications

• Re-install the data

• Re-configure the settings

This process could take anywhere from one to two days; even longer if you don’t actually 
HAVE your software discs and keys. A bare metal image eliminates this delay.
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3. The ability to recover data FAST. 
An EXTREMELY important question to ask is, “If my server crashes beyond repair, how do 
we get our data back? ” You do NOT want Internet download to be your only option for 
recovering data from the cloud because it could take days or weeks. At a minimum you 
should be able to get an overnight copy of your data on a physical disk or device – but 
ideally you should have instant access to a bare metal image so that a new or makeshift 
server can be set up within an hour, allowing you to keep working (see #2).

 

4. Continuous backup.  
Another feature to look for is ongoing or “continuous” backup versus a nightly backup. This 
allows you to restore a file that you worked all morning on and saved right before the server 
crashed in the late afternoon.

 

5. Multiple data centers that are geographically dispersed.  
Anyone versed in data security knows the best way to avoid loss is to build redundancy into 
your operations. All that means is that your remote backup service should store multiple 
copies of your data in more than one location. That way, if a terrorist attack, city-wide power 
outage or natural disaster destroys one of their locations, they have backups of your backup 
in a different city where the disaster did not strike.

 

6. The INITIAL backup should be to a local, physical device.   
Trying to transfer all the data online could take days (possible weeks) and cause your 
Internet connection and systems to drag. If you have a large amount of data to backup, ask 
your provider how the initial backup is created. 

7. Make sure your data can be restored to a different computer than  
the one it was backed up from.   
Amazingly, some backups can only be restored to the same computer they came from.  
If the original computer was damaged in a fire, stolen, or destroyed in a flood, you’re left 
without a backup.
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8. The ability to “virtualize” your server.    
This is a fancy term for putting your server online so that you and your staff can work 
remotely if necessary. This option would be important if your building was destroyed or if 
your area was evacuated. 

9. Demand a local “spare” server and backup.  
Most server crashes are due to hardware failure, not natural disasters. Therefore, you should 
have an onsite, local backup server as a failover device if your main server dies. This local 
server also makes it much easier to retrieve a file or folder than trying to pull it down from 
the Internet (see #3).

 

10. Demand daily status reports of your backup.   
All backup services should send you a daily e-mail to verify if your backup actually ran  
AND to report failures or problems. The more professional providers should also allow you  
to notify more than one person (like a technician or your IT person) in addition to yourself.

 

11. Demand LIVE monitoring by a qualified technician.   
Many online backup services are “self-serve,” which allows them to provide a cheaper service 
to you. BUT backups are not “set it and forget it” processes so don’t settle for an “automated” 
monitoring service. All too often problems happen with backups that require someone who 
knows what they’re doing to investigate the problem and resolve it. Otherwise, you simply 
have an alarm system that no one responds to.

Plus, if you need to recover your data, you want to be able to call and talk to someone  
who can help you, especially if it’s a major disaster. If you’re using a cheap online backup 
service or a company that doesn’t offer live monitoring, you’ll be stuck trying to recover your 
data on your own, wasting tons of time and possibly not being able to get back up and 
running for days.

 

12. Demand a written IT disaster recovery plan.    
This shows YOU that they have a plan in place for restoring your data and that they won’t be 
scrambling to figure it out when disaster strikes. As the saying goes, “by failing to plan you’re 
planning to fail.” A written report shows you that they have thought the process through and 
know what to do in the event of a disaster.
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The Single Most Important Thing To Look For
When Choosing a Remote Backup Service Provider
While the above checks are important, one of the most critical characteristics – and one 
that is often overlooked – is finding a company that will do regular test restores to check 
your backup and make sure the data is recoverable. You do not want to wait until your data 
has been wiped out to test your backup, yet that is exactly what most people do, and they 
pay for it dearly.

If your data is very sensitive and you cannot afford to lose it, then weekly restores should 
be done.  If your situation is a little less critical, then monthly or quarterly test restores are 
sufficient. Any number of things can cause your backup to become corrupt. By running a 
test restore, you’ll sleep a lot easier at night knowing you have a good, solid copy of your 
data available in the event of an unforeseen disaster or emergency.

Contact the experienced and 
knowledgeable IT experts at 
Advanced Network Products, Inc.  
or call 215-572-0111 or  
800-572-3282 for assistance.  
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